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Top Stories 

• A man was charged with fraud and identity theft for allegedly using information from 
insiders with access to Alabama Department of Corrections systems to obtain inmates’ 
personal information and then file false tax returns in their names. - Softpedia (See item 8) 

• Crude oil mixed with natural gas spewed across U.S. Route 219 in Bradford, Pennsylvania, 
April 27 after a valve on a pipeline broke, prompting authorities to close the highway for 
about 5 hours. - Associated Press (See item 17 ) 

• A former water official was convicted on 1 1 counts of lying about mixing carcinogen- 
tainted well water into the village of Crestwood, Illinois’s drinking supply from 1982 until 
2008. - Associated Press (See item 22 ) 

• At least 8 people were injured and nearly 150 arrested in Virginia Beach after instances of 
violence and disorder as between 30,000 and 40,000 people congregated for College Beach 
Weekend 2013 beginning April 26, an event city officials knew little about beforehand. - 
Associated Press (See item 39 ) 



Fast Jump Menu 



PRODUCTION INDUSTRIES 

• Energy 

• Chemical 

• Nuclear Reactors. Materials, and Waste 

• Critical Manufacturing 

• Defense Industrial Base 

• Dams 

SUSTENANCE and HEALTH 

• Food and Agriculture 

• Water and Wastewater Systems 

• Healthcare and Public Health 



SERVICE INDUSTRIES 

• Financial Services 

• Transportation Systems 

• Information Technology 

• Communications 

• Commercial Facilities 
FEDERAL and STATE 

• Government Facilities 

• Emergency Services 



- 1 - 



Energy Sector 



1. April 30, Buffalo News - (New York) Propane tank valve struck by workers; blast 
averted. Crews worked to plug a leak from a valve in an underground propane tank in 
the Town of Newstead that construction workers accidentally struck April 29. Reliable 
Propane Corp., owners of the 500 pound tank, will assess the damage and determine if 
repairs need to be made. 

Source: 

http://www.buffalonews.com/apps/pbcs.dll/article?AID=/20130429/CITYANDREGIO 

N/130429082/1010 

2. April 29, Cypress Creek Mirror - (Texas) Storms spark fire at oil storage facility in 
NW Harris County. The Harris County HAZMAT team spent several hours applying 
foam to burning tanks to control an April 27 fire at an oil storage tank facility in 
northwest Harris County that ignited during a storm. 

Source: http://www.vourhoustonnews.com/cvpresscreek/news/storms-spark-fire-at-oil- 
storage-facility-in-nw-harris/article ae614180-b0da-lle2-a257-0019bb2963f4.html 

3. April 27, United Press International - (Michigan) Explosion at Detroit oil refinery, 
evacuation ordered. Firefighters spent 2 hours putting out a blaze at the Marathon 
Detroit Refinery after a fire started in one of the smaller tanks April 27. Authorities 
issued an evacuation of nearby homes as a precaution. 

Source: http://www.upi.com/Top News/US/20 1 3/04/27/Explosion-at-Detroit-oil- 
refinerv-evacuation-ordered/UPI-26321367109646/?spt=hs&or=tn 

For another story, see item 17 
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Chemical Industry Sector 

Nothing to report 
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Nuclear Reactors, Materials, and Waste Sector 

4. April 30, Nuclear Street - (Arkansas) Following fatal accident, Arkansas Nuclear 
One reactor back online. The unit 2 reactor at Arkansas Nuclear One returned to 
service April 29 following a March 3 1 accident that killed one worker, damaged a 
breaker cubicle, and interrupted offsite power to unit 1 after a generator stator fell from 
a lift device. 

Source: 

http://nuclearstreet.com/nuclear power industry news/b/nuclear power news/archive/ 
20 13/04/30/follo wing-fatal-accident 2c00 -arkansas-nuclear-one -reactor-back-online- 
04300 l.aspx 
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5. April 29, New York Times - (International) Flow of tainted water is latest crisis at 
Japan nuclear plant. The flow of groundwater into the Fukushima Daiichi nuclear 
power plant in Japan continues to complicate efforts at containing and cleaning up the 
damaged plant. The groundwater becomes highly contaminated after flowing inside the 
plant, requiring on-site storage in a growing number of storage tanks. 

Source: http://www.nytimes.com/2013/04/30/world/asia/radioactive-water-imperils- 
fukushima-plant.html?pagewanted=all 

[ Return to top ] 

Critical Manufacturing Sector 

6. April 30, Elgin Courier-News - (Illinois) Nighttime fire in Elgin factory ‘suspicious.’ 
A fire at the Advanced Engineering warehouse in Elgin April 28 was deemed 
suspicious by firefighters, and also sent smoke from the warehouse into the company’s 
plant and offices. 

Source: http://couriernews.suntimes.com/news/19794647-418/suspicious-fire-at-elgin- 
factory.html 

[ Return to top ] 



Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

7. April 30, V3.co.uk - (International) Ramnit sleeping malware targets UK financial 
sector. A new variant of the Ramnit malware with advanced detection-evading 
characteristics was found attacking online banking customers in the U.K., according to 
Trusteer researchers. 

Source: http://www.v3.co.uk/v3-uk/news/2264999/ramnit-sleeping-malware-targets- 
uk-financial-sector 

8. April 29, Softpedia - (Alabama) Alabama man charged on suspicion of using 
prisoner identities in fraud scheme. A man was charged with 34 counts of fraud and 
identity theft for allegedly using information from insiders with access to Alabama 
Department of Corrections systems to obtain inmates’ personal information and then 
file false tax returns in their names, fraudulently earning over $2.5 million between 
2010 and 2012. 

Source: http://news.softpedia.com/news/Alabama-Man-Charged-on-Suspicion-of- 
Using-Prisoner-Identities-in-Fraud-Scheme-349198.shtml 

9. April 29, St. Louis Post-Dispatch - (Missouri) FDIC sues former directors of failed 
Champion Bank. The Federal Deposit Insurance Corporation filed a $15.6 million suit 
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against 10 executives and board members of the failed Champion Bank for allegedly 
investing recklessly in failing housing developments, leading to the bank’s failure. 
Source: http://www.stltodav.com/business/local/fdic-sues-former-directors-of-failed- 
champion-bank/article 92e5al0b-4713-539e-8689-le4012b8ad28.html 

10. April 29, U.S. Securities and Exchange Commission - (Connecticut) Level Global 
agrees to pay more than $21.5 million to settle SEC insider trading charges. 
Greenwich-based Level Global Investors LP agreed to pay the U.S. Securities and 
Exchange Commission more than $21.5 million to settle charges of insider trading. 
Source: http://www.sec.gov/news/press/2013/2013-76.htm 
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Transportation Systems Sector 

11. April 30, WRC-TV 4 Washington, D.C. - (Virginia) Motorcyclist killed, 1-95 North 
jammed in Va. Authorities closed Interstate 95 northbound near the Fairfax County 
Parkway for over 2 hours April 30 after a motorcyclist was killed in a crash involving a 
tractor trailer. 

Source: http://www.nbcwashington.com/news/local/Fatal-Motorcycle-Accident-Closes- 
I-95-North-205356391.html 

12. April 30, Associated Press - (California) Pilot killed after 2 planes collide near LA. 

A midair collision between 2 small planes near Westlake Village resulted in one plane 
crashing in the Southern California Mountains and the other landing in a nearby golf 
course. The collision resulted in one fatality and authorities are investigating the cause. 
Source: http://news.msn.com/us/pilot-killed-after-2-planes-collide-near-la 

13. April 29, Des Moines Register - (Iowa) 1-35 remains closed in Warren County. 
Construction equipment hauled by a trailer struck an overpass causing significant 
damage and prompting officials to close a 9-mile stretch of northbound Interstate 
Highway 35 lanes in Warren County April 29. Repairs on the bridge may take up to a 
month to complete according to officials. 

Source: 

http://www.desmoinesregister.com/article/20130430/NEWS/304300045/1003/SPQRTS 
05/?odyssev=nav%7 Chead 

14. April 29, Graford Lake Country Sun - (Texas) Four die in Highway 281 accident. An 
April 27 head-on collision resulted in 4 deaths and the closure of Highway 281 just 
south of the Palo Pinto County line for several hours. 

Source: http://www.lakecountrvsun.com/ci 231 28 824/four-die -highway-28 1 -accident 

15. April 29, KWU 5 Las Vegas - (Nevada) Boulder Highway reopened after accident. 
Authorities closed Boulder Highway in Fas Vegas for about a quarter-mile for over 2 
hours April 29 after a traffic incident involving a pedestrian was reported. 

Source: http://www.fox5vegas.com/story/22104295/boulder-highwav-reopened-after- 
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accident 



16. April 29, Norfolk Daily News - (Nebraska) Missourian killed in accident on Highway 
20. Highway 20 just west of Jackson in Dakota County was closed for nearly 2 and 
one-half hours after a minivan struck a semi-truck and collided nearly head-on with a 
garbage truck, resulting in one fatality. 

Source: http://www.norfolkdailynews.com/news/missourian-killed-in-accident-on- 
highway/article ea8b8b74-bl 12-1 Ie2-92ff-001a4bcf6878.html 

17. April 29, Associated Press - (Pennsylvania) Bradford, Pa., highway closed by 
spewing oil from pipeline. Crude oil mixed with natural gas spewed across U.S. Route 
219 in Bradford April 27 after a valve on a pipeline broke, prompting authorities to 
close the highway for about 5 hours. 

Source: http://www.the-leader.com/news/x91992959/Bradford-Pa-highwav-closed-by- 
spewing-oil-from-pipeline 



[ Return to top ] 

Food and Agriculture Sector 

18. April 29, Associated Press - (Nevada) Popular Vegas tapas restaurant closed after 
reported food poisoning outbreak. The Firefly restaurant on Paradise Road in Las 
Vegas was closed April 26 after 39 patrons reported food poisoning symptoms. The 
restaurant will remain closed until officials can determine the source of the outbreak. 
Source: http://lasvegas.cbslocal.com/2013/04/29/popular-vegas-tapas-restaurant- 
closed-after-reported-food-poisoning-outbreak/ 

19. April 29, Associated Press - (National) FDA to investigate foods with added 
caffeine. The U.S. Food and Drug Administration launched an investigation to review 
added caffeine to food products and its effects on children and adolescents in response 
to a caffeinated gum called Alert Energy Gum being introduced the week of April 29 
by Wrigley. 

Source: http://news.msn.com/science-technologv/fda-to-investigate-foods-with-added- 
caffeine 

20. April 26, U.S. Food and Drug Administration - (North Carolina) Maple View Farm 
recalls three flavors of ice cream because of undeclared allergen. Approximately 
2,650 pint containers of Cookies & Cream, Carolina Crunch, and Cookie Dough ice 
cream were voluntary recalled April 26 by Maple View Farm because the products 
contain allergens that were not declared on package labels. 

Source: http://www.fda.gov/Safety/Recalls/ucm349952.htm 

T Return to top i 

Water and Wastewater Systems Sector 
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21. April 30, Bucks County Courier Times - (Pennsylvania) 600-gallon spill at Bristol 



Twp wastewater treatment plant. A 600-gallon spill of industrial bleach April 29 at 
the Bristol Township Wastewater Treatment Plant is being investigated by police. 
Efforts are underway to remove the contaminated soil in the immediate area, while 
water was not affected by the spill. 

Source: http://www.phillvburbs.com/my town/bristol/gallon-spill-at-bristol-twp- 
wastewater-treatment-plant/article b8c9da7a-ba8a-55b2-bl0e-906971e67a97.html 

22. April 30, Associated Press - (Illinois) Tainted well water case ends in guilty 
verdict. A former suburban Chicago water official was convicted April 29 on 11 
counts of lying about mixing carcinogen-tainted well water into the village of 
Crestwood’s drinking supply from 1982 until 2008 in order to cut costs. 

Source: http://www.businessweek.com/ap/2013-04-30/tainted-well-water-case-ends- 
in-guilty-verdict 
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Healthcare and Public Health Sector 

23. April 29, KTLA 5 Los Angeles - (California) Police: Grenade reported at VA 
hospital a fake. Parts of VA West Los Angeles Medical Center’s emergency room 
were evacuated April 29 for over 2 hours as authorities investigated a hoax device that 
was made to look like a live grenade. 

Source: http://ktla.corn/2013/04/29/man-brings-possible-grenade-into-v-a- 
hospital/#axzz2RwuIwgwX 

24. April 29, WVIR 29 Charlottesville/Harrisonburg - (Virginia) Orange assisted living 
center under State investigation. The Virginia Department of Social Services 
requested State police to investigate the finances of The President Madison Inn located 
in Orange. The assisted living facility shut down its doors April 30 and residents were 
relocated during the investigation. 

Source: http://www.nbc29.com/story/22110961/assisted-living-center-under-state- 
investigation 

25. April 29, Health IT Security - (Texas) Hope Hospice informs 800 patients of health 
data breach. Hope Hospice in New Braunfels notified over 800 patients of a potential 
data breach after they learned an employee send sensitive patient data through 
unsecured email twice since December 2012. The breach was discovered during a 
standard security check and assured that the information did not include Social Security 
numbers, addresses, or dates of birth. 

Source: http://healthitsecuritv.com/2013/04/29/hope-hospice-informs-800-patients-of- 
health-data-breach/ 

26. April 29, Associated Press - (Nebraska) Fire causes $500,000 damage to small 
Nebraska hospital’s 2 ambulances. An April 28 fire at Phelps Memorial Health 
Center in Holdrege caused extensive damage to the hospital’s 2 ambulances after one 
caught on fire. Authorities believe an electrical problem in one of the ambulances 
started the fire that left an estimated $500,000 in damages. 
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Source: 

http://www.therepublic.com/view/story/be7965c96a374d778ab91ea3922c565e/NE- 

Ambulance-Fire 
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Government Facilities Sector 

27. April 30, Mount Clemens Macomb Daily - (Michigan) Baby powder found in 
envelopes forces Warren court evacuation. The Warren division of the 37th District 
Court in Michigan was evacuated and 4 employees were quarantined April 29 after 
receiving an envelope containing white powder. Preliminary tests determined the 
substance was baby powder and was sent off for further testing. 

Source: 

http://www.theoaklandpress.com/articles/2013/04/30/news/local news/doc517flc87de 
2a8 1 98665064.txt?viewmode=fullstory 

28. April 30, Salt Lake Tribune - (Utah) ‘Suspicious package’ evacuates Spanish Fork 
charter school. The American Leadership Academy in Spanish Forks was evacuated 
and dismissed April 29 after a suspicious package was found. Authorities determined 
the backpack contained benign materials after it was destroyed, and rendered the school 
safe. 

Source: http://www.sltrib.com/sltrib/news/56238777-78/backpack-bomb-fork- 
police.html.csp 

29. April 29, U-T San Diego - (California) No threat at SDSU library; building reopens. 
Officials evacuated San Diego State University’s Love Library for over 3 hours due to 
a bomb threat after 2 notes were found. Officials reopened the library after conducting 
a search and determining the threats were not credible. 

Source: http://www.utsandiego.com/news/2013/apr/29/sdsu-love-librarv-evacuated/ 

30. April 29, Tulsa World -{ New Jersey; Oklahoma) Server crash halts student testing 
across State. Oklahoma education officials announced CTB/McGraw-Hill computer 
servers in New Jersey crashed April 29, prompting statewide testing to stop until the 
issue is resolved. The outage also caused several districts in Oklahoma to cancelled 
testing altogether. 

Source: 

http://www.tulsaworld.com/article.aspx/Server crash halts student testing across stat 
e/20130429 19 serve 39858?subi=298 

31 .April 29, Softpedia - (Texas) Website of Texas Board of Professional Land 

Surveying hacked. Tunisian hackers breached and defaced the Web site of the Texas 
Board of Professional Land Surveying, hosted on the official site of the State of Texas, 
in a series of incidents targeting U.S. government Web sites. 

Source: http://news.softpedia.com/news/Website-of-the-Texas-Board-of-Professional- 
Land-Surveying-Hacked-34947 1 .shtml 
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For another story, see item 22 
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Emergency Services Sector 

32. April 29, Associated Press - (Utah) Man wounded after pulling gun in Utah police 
lobby. An officer shot a man April 29 that entered a Salt Lake City police station and 
pointed a gun at an officer and a records clerk. The man was wounded and treated 
before being arrested. 

Source: http://news.msn.com/crime-iustice/man-wounded-after-pulling-gun-in-utah- 
police-lobby 

33. April 29, WISH 8 Indianapolis - (Indiana) Police: Man threatened to blow up 911 
center. A man was arrested after calling 9-1-1 several times and threatening to blow up 
the 9-1-1 center in Indianapolis. 

Source: http://www.wishtv.com/dpp/news/crime/police-man-threatened-to-blow-up- 
91 1-center 



For another story, see item 8 
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Information Technology Sector 

34. April 30, Softpedia - (International) PDF vulnerability exploited in MiniDuke 
campaign, used in Zegost, PlugX attacks. Researchers at Trend Micro found that at least 
three advanced persistent threat (APT) campaigns are using the CVE-2013-0640 
vulnerability in Adobe Reader to spread malware, though their payloads differ. 

Source: http://news.softpedia.com/news/PDF-Vulnerabilitv-Exploited-in-MiniDuke- 
Campaign-Used-in-Zegost-PlugX-Attacks-349753.shtml 

35. April 30, Softpedia - (International) Vulnerabilities in D-Link IP cameras can be used 
to capture video streams. Several vulnerabilities in D-Link IP cameras can be exploited 
to access video streams, execute arbitrary commands, bypass authentication, and other 
purposes, according to research from Core Security. 

Source: http://news.softpedia.com/news/Vulnerabilities-in-D-Link-IP-Cameras-Can-Be- 
Used-to-Capture-Video-Streams-349669.shtml 

36. April 29, Threatpost - (International) Google mandates app updates come from Google 
Play. Google instituted a policy whereby apps available through its Google Play app store 
must issue updates via Google Play’s update mechanism in order to prevent malicious 
apps from sending updates to users after an approved app is downloaded. 

Source: http://threatpost.com/google-mandates-app-updates-come-from-google-plav/ 

37. April 29, Computerworld - (International) Google pays record $31K bounty for 
Chrome bugs. Google paid a researcher from the University of Luxembourg $31,336 for 
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uncovering three “high” rated vulnerabilities in Chrome via the company’s bug bounty 
program. 

Source: http://www.networkworld.com/news/2013/042913-google-pavs-record-31k- 
bounty-2692 1 3 .html 



For additional stories, see items 7 and 30 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 

38. April 29, WBIR 10 Knoxville - (National) Phone outage impacts East TN businesses. 
Arkansas-based national Internet and telephone provider Windstream suffered an 
outage for more than 5 hours April 29, impacting multiple businesses throughout the 
country including long-distance and toll free call processing services. 

Source: http://www.wbir.com/news/article/272253/2/Windstream-outage-affecting- 
business-phone-lines-across-country 
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Commercial Facilities Sector 

39. April 30, Associated Press - (Virginia) Nearly 150 people arrested in violent VB 
weekend. At least 8 people were injured and nearly 150 arrested in Virginia Beach 
after instances of violence and disorder as between 30,000 and 40,000 people 
congregated for College Beach Weekend 2013 beginning April 26, an event city 
officials knew little about beforehand. 

Source: http://www.sfgate.com/news/crime/article/Nearly-150-people-arrested-in- 
violent- VB - weekend-447 5 606 .php 

40. April 30, WKMG 6 Orlando - (Florida) Bomb squad called to Satellite Beach home 
after man arrested on bomb-making charges. A bomb squad searched a Satellite 
Beach home after authorities arrested the homeowner April 29 at a closed park with a 
gun, and allegedly a non-functional pipe bomb. 

Source: http://www.abcactionnews.com/dpp/news/state/florida-man-sleeping-in-car-at- 
closed-park-found-with-bomb-bomb-making-materials-in-his-car 



41. April 30, WKYC 3 Cleveland - (Ohio) Summit County: Bomb squad called to 

Norton Acme store. The Summit County Bomb Squad and Norton Police were alerted 
to a suspicious package at a grocery store April 29 and remained on site for about 2 
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hours, then determined the package posed no danger. 

Source: http://www.wkvc.com/news/article/297403/6/Summit-County-Bomb-squad- 
called-to-Norton- Acme-store 



42. April 29, Des Moines Register - (Iowa) Man found fatally shot at Des Moines strip 
club. Two men were shot, one fatally, outside a strip club in Des Moines April 28. 
Police originally responded to reports of a large party, and found more than 300 people 
in the immediate area during their response. 

Source: http://www.desmoinesregister.com/article/20130429/NEWS01/304290043/- 
1/becker trial/Man-found-fatally-shot-Des-Moines-strip-club 

43. April 29, Associated Press - (Kansas) Three Kansas juveniles arrested in confetti 
explosion. Wichita police detained three juveniles after they fired a confetti cannon 
inside a mall near a movie theater, frightening several people in the area. 

Source: http://www.kansascity.com/2013/04/29/4207997/three-kansas-iuveniles- 
arrested.html 

44. April 29, Associated Press - (Iowa) Condo fire injures 2 in Cedar Rapids. A smoky 
fire at a Cedar Rapids condominium complex sent two people to the hospital with 
various injuries and damaged three units April 29. 

Source: http://www.thonline.com/news/iowa-illinois-wisconsin/article 2528b lb6- 
b0d8-lle2-9930-001a4bcf6878.html 

45. April 29, WSBT 22 South Bend - (Indiana) All clear after Century Center bomb 
scare. The South Bend Bomb Squad cleared the Century Center and investigated a 
suspicious backpack for a few hours before determining it was not a threat and 
reopening the center. 

Source: http://www.wsbt.com/news/wsbt-all-clear-after-century-center-bomb-scare- 
20130429.0,580606.storv 

46. April 29, Q13 Fox, Seattle - (Washington) At least 30 people evacuated in early 
morning apartment fire. Investigators are looking into a west Seattle apartment 
building fire which led to more than 30 people being temporarily evacuated from the 
building as firefighters worked to contain the fire to a unit and the hallway. 

Source : http://ql3fox.com/2013/04/29/at-least-30-people-evacuated-in-earlv-morning- 
apartment-fire/#axzz2RxZZ10Kh 
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Dams Sector 



Nothing to report 
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